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ABSTRAK 

Latar Belakang: Kemajuan teknologi telah mendorong penerapan sistem informasi dalam layanan 

kesehatan, termasuk penggunaan Rekam Medis Elektronik (RME). Meskipun sistem ini 

menawarkan berbagai manfaat, seperti efisiensi dan kemudahan akses data, ia juga menghadapi 

ancaman terhadap keamanan data kesehatan yang sangat sensitif. Sebuah studi awal di Rumah Sakit 

Syifa Medina Tasikmalaya mengungkapkan bahwa jumlah kunjungan pasien yang tinggi setiap 

bulan serta banyaknya sistem yang terintegrasi dalam RME, menambah kompleksitas pengelolaan 

data. Selain itu, terdapat beberapa isu terkait keamanan data, seperti belum adanya catatan aktivitas 

perubahan data yang menyeluruh dan kurangnya aturan tertulis mengenai sanksi pelanggaran akses 

data. Penelitian ini bertujuan untuk meninjau lebih dalam penerapan perlindungan data pasien di 

Rumah Sakit Syifa Medina Tasikmalaya, dengan harapan dapat memberikan solusi untuk 

meningkatkan keamanan dan privasi data pasien. 

Metodologi Penelitian: Penelitian ini menggunakan metode deskriptif kualitatif dengan melibatkan 

5 informan sebagai sumber data. Data dikumpulkan melalui wawancara mendalam dan observasi 

langsung. 

Hasil Penelitian: Hasil penelitian menunjukkan bahwa RS Syifa Medina telah menerapkan sistem 

rekam medis elektronik dengan fitur keamanan dasar seperti otorisasi pengguna, penggunaan 

password, dan pembagian hak akses sesuai tugas. Upaya perlindungan data juga didukung dengan 

kebijakan internal tertulis dan keterlibatan tim IT. Namun, implementasi belum sepenuhnya optimal 

karena belum adanya enkripsi data, kurangnya audit keamanan rutin, serta keterbatasan pelatihan 

bagi staf terkait perlindungan data pasien. Sistem juga belum dilengkapi prosedur penanganan 

insiden keamanan dan pemulihan data pasca gangguan. Selain itu, penerapan prinsip keamanan data 

seperti kerahasiaan, integritas, dan ketersediaan masih belum sepenuhnya memenuhi standar yang 

diatur dalam Permenkes No. 24 Tahun 2022. Oleh karena itu, dibutuhkan penguatan aspek teknis 

seperti enkripsi dan backup otomatis, peningkatan kapasitas SDM, serta pengembangan kebijakan 

keamanan yang lebih komprehensif dan sesuai regulasi. 
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ABSTRACT 

Background: Technological advancements have driven the implementation of information systems 

in healthcare services, including the use of Electronic Medical Records (EMR). While this system 

offers various benefits, such as efficiency and ease of data access, it also faces threats to the security 

of highly sensitive health data. An initial study at Syifa Medina Hospital in Tasikmalaya revealed 

that the high number of patient visits each month, along with the integration of multiple systems 

within the EMR, adds complexity to data management. Additionally, several issues related to data 

security were identified, such as the absence of comprehensive activity logs for data changes and 

the lack of written regulations regarding sanctions for data access violations. This study aims to 

further explore the implementation of patient data protection at Syifa Medina Hospital in 

Tasikmalaya, with the hope of providing solutions to improve the security and privacy of patient 

data. 

Methods: This research uses a descriptive qualitative method, involving 5 informants as data 

sources. Data were collected through in-depth interviews and direct observation. 

Research Result: The results of the study indicate that RS Syifa Medina has implemented an 

electronic medical record (EMR) system with basic security features such as user authorization, 

password protection, and access rights based on job roles. Data protection efforts are also 

supported by written internal policies and the involvement of the IT team. However, the 

implementation is not yet fully optimal due to the absence of data encryption, lack of regular security 

audits, and limited staff training on patient data protection. The system also lacks established 

procedures for handling security incidents and data recovery after disruptions. Furthermore, the 

application of data security principles such as confidentiality, integrity, and availability has not 

fully complied with the standards outlined in the Indonesian Ministry of Health Regulation No. 24 

of 2022. Therefore, there is a need to strengthen technical aspects such as data encryption and 

automatic backups, enhance human resource capacity, and develop more comprehensive and 

regulation-aligned security policies. 
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