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ABSTRAK

Latar Belakang: Perkembangan teknologi informasi di bidang kesehatan mendorong penerapan
Sistem Rekam Medis Elektronik (RME) sebagai bagian dari sistem informasi manajemen rumah
sakit untuk meningkatkan efisiensi, akurasi, dan kualitas pelayanan kesehatan. Namun, penggunaan
sistem berbasis digital juga menimbulkan risiko terhadap keamanan informasi, terutama karena data
rekam medis bersifat rahasia dan sensitif. Ancaman seperti akses tidak sah, penyalahgunaan hak
akses, maupun potensi kehilangan data dapat memengaruhi kerahasiaan, integritas, dan ketersediaan
informasi kesehatan. Oleh karena itu, diperlukan analisis risiko keamanan informasi untuk
mengidentifikasi potensi ancaman dan menentukan langkah pengendalian yang tepat pada sistem
RME.

Metodologi Penelitian: Penelitian ini menggunakan pendekatan kuantitatif deskriptif dengan
metode analisis risiko OCTAVE Allegro. Teknik pengumpulan data dilakukan melalui observasi dan
penyebaran kuesioner kepada pengguna serta pengelola sistem RME. Analisis risiko dilakukan
melalui tahapan identifikasi aset informasi kritis, penyusunan skenario ancaman, penilaian dampak
risiko, serta perhitungan tingkat risiko menggunakan Relative Risk Score (RRS).

Hasil: Hasil penelitian menunjukkan bahwa terdapat beberapa potensi risiko keamanan informasi
pada sistem RME, seperti kemungkinan akses tidak sah, penggunaan kata sandi yang kurang kuat,
potensi kerusakan atau kehilangan data, serta gangguan terhadap ketersediaan sistem. Risiko
tersebut kemudian dianalisis untuk menentukan tingkat risiko dan prioritas penanganan.

Simpulan: Analisis risiko menggunakan metode OCTAVE Allegro mampu mengidentifikasi potensi
ancaman terhadap keamanan sistem RME serta menghasilkan rekomendasi pengendalian risiko
yang dapat digunakan sebagai dasar dalam meningkatkan keamanan informasi dan perlindungan
data pasien di rumah sakit.

Kata Kunci : RME, Keamanan, OCTAVE Allegro, Risiko, SIMRS
Daftar Pustaka: 40 (2007-2026)
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ABSTRACT

Background: Advances in information technology in the health sector have encouraged the
implementation of Electronic Medical Record (EMR) systems as part of hospital management
information systems to improve the efficiency, accuracy, and quality of health services. However, the
use of digital-based systems also poses risks to information security, especially since medical
records are confidential and sensitive. Threats such as unauthorized access, misuse of access rights,
and potential data loss can affect the confidentiality, integrity, and availability of health information.
Therefore, an information security risk analysis is needed to identify potential threats and determine
appropriate control measures for EHR systems.

Research Methodology: This study used a descriptive quantitative approach with the OCTAVE
Allegro risk analysis method. Data collection techniques were carried out through observation and
distribution of questionnaires to users and managers of the EMR system. Risk analysis was carried
out through the stages of identifying critical information assets, compiling threat scenarios,
assessing risk impact, and calculating the risk level using the Relative Risk Score (RRS).

Results: The results of the study show that there are several potential information security risks in
the EMR system, such as the possibility of unauthorized access, weak passwords, potential data
corruption or loss, and disruption to system availability. These risks were then analyzed to determine
the level of risk and priority for handling.

Conclusion: Risk analysis using the OCTAVE Allegro method was able to identify potential threats
to the security of the EMR system and produce risk control recommendations that can be used as a
basis for improving information security and patient data protection in hospitals.

Keywords: EMR, Security, OCTAVE Allegro, Risk , Hospital Management Information System
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