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ABSTRAK
Latar Belakang: Perkembangan teknologi informasi di bidang kesehatan mendorong rumah sakit
untuk menerapkan Sistem Informasi Manajemen Rumah Sakit (SIMRS), termasuk dalam
pengelolaan Rekam Medis Elektronik (RME). Namun, dalam praktiknya masih ditemukan berbagai
permasalahan, seperti gangguan jaringan, duplikasi data, hingga data yang tidak tersimpan sehingga
berpotensi mengganggu kerahasiaan, integritas, dan ketersediaan informasi.
Rumusan Masalah: Rumusan masalah dalam penelitian ini adalah bagaimana keamanan data RME
pada SIMRS di RSUD Umar Wirahadikusumah Sumedang.
Tujuan: Penelitian ini bertujuan untuk meninjau lima aspek keamanan (kerahasiaan, integritas,
ketersediaan, autentikasi, dan non-repudiation) pada RME dalam SIMRS di RSUD Umar
Wirahadikusumah Sumedang.
Metode Penelitian: Metode penelitian menggunakan pendekatan kualitatif deskriptif dengan teknik
purposive sampling. Data dikumpulkan melalui wawancara semi-terstruktur, observasi, dan studi
dokumentasi. Analisis dilakukan secara induktif melalui tahapan reduksi data, penyajian data, dan
penarikan kesimpulan.
Hasil: Hasil penelitian menunjukkan bahwa sistem telah menerapkan pembatasan hak akses dan
penggunaan akun individu, namun belum didukung kebijakan atau SOP tertulis secara komprehensif
serta masih terdapat kendala teknis yang berpotensi memengaruhi keamanan data.
Simpulan: Disimpulkan bahwa penerapan keamanan RME belum sepenuhnya optimal dan
memerlukan penguatan kebijakan serta pengendalian teknis.
Kata Kunci: Keamanan Data, Rekam Medis Elektronik, Sistem Informasi Manajemen Rumah Sakit
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ABSTRACT

Background: The development of information technology in the health sector encourages hospitals
to implement Hospital Management Information Systems (HMIS), including in the management of
Electronic Medical Records (RME). However, in practice, various problems are still found, such as
network disruptions, data duplication, and data that is not stored so that it has the potential to
disrupt the confidentiality, integrity, and availability of information.

Problem Formulation: The formulation of the problem in this study is how to secure RME data in
HMIS at Umar Wirahadikusumah Sumedang Hospital.

Objective: This study aims to review five security aspects (confidentiality, integrity, availability,
authentication, and non-repudiation) in RME in HMIS at Umar Wirahadikusumah Sumedang
Hospital.

Research Method: The research method uses a descriptive qualitative approach with purposive
sampling techniques. Data were collected through semi-structured interviews, observations, and
documentation studies. The analysis is carried out inductively through the stages of data reduction,
data presentation, and conclusion drawn.

Results: The results of the study show that the system has implemented restrictions on access rights
and use of individual accounts, but it has not been supported by comprehensive written policies or
SOPs and there are still technical obstacles that have the potential to affect data security.
Conclusion: It is concluded that the implementation of RME security is not fully optimal and
requires policy strengthening and technical controls.
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